The data API for dashboards and other software: step-by-step guide - Uplivra

INSTALL GUIDE - IT TEAMS, MSPS AND DEVELOPERS

The data APl for dashboards and other
software

Read-only tokens that let dashboards, PSA tools and scripts read device status, metrics,
availability and alerts, and nothing else.

Uplivra Technologies LLC - Guide for Uplivra 26.10 - Updated 28 September 2026 - Latest version:
https://uplivra.com/guides/data-api.html

What you need

e Uplivra 26.10.26 or later.

e The Create data APl tokens permission (administrators have it).

What it can and can't read

The data API only reads. It never returns logs, device configurations, passwords or logins, packet
captures, the audit log, vulnerability details or Intelligence's analysis. For everything else
(changing things, the audit log) use the Uplivra API.

Scope What it reads

Status Sites, devices and whether each is up, down or warning
Metrics Metric values and their history (CPU, traffic, latency...)
Availability Uptime percentages

Alerts Open and recent alerts (not vulnerability alerts)
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Make atoken

1. Open Settings > Data API and fill in Make a token: - a name (what uses it, such as "Power BI
dashboard"); - the scopes it may read; - optional: only some sites; - optional: include device IP
addresses (off by default: most dashboards only need names); - requests a minute (60 by
default) and when it expires; - optional: the addresses the other software connects from.

2. Click Make token and copy it. It's shown once; it starts with uv_data_ .

3. Revoke stops it working at once.

Ports

No new ports: the data APl answers on the web interface's port (443 unless you chose another).
The other software connects in to the server there. Limit who can with Only from these addresses
on the token, and your own firewall. See the server's ports in Ports and firewall rules.

The server's ports at a glance

Arrows point the way each connection is opened. Solid: always. Dashed: only if you use that feature.

CONNECTS INTO IT IT CONNECTS OUT TO
R N
People's browsers licensing.uplivra.com
TCP 443 —’ TCP 443
Always License, updates, health, feeds
J/
N
Collectors and master collectors Your mail server
TCP 443 TCP 587, 465 or 25
Always (they connect out to it) If email alerts are set up
J/
livr rver
Other software (data API) Uplivra serve; Teams, Slack, webhooks, clouds
Web interface on one HTTP! t
TCP 443, read-only tokens 423 n T' ace on ;'”e “S por TCP 443
443 unless you chose another,
Only if you make data API tokens ( SS Y ° ) Only the ones you turn on
Has its own collector too J

see the collector's ports

Domain controllers
TCP 636 or 389
If directory sign-in is set up

Devices fetching firmware
TCP 443, 24-hour HTTPS link
Only when you make a link

J
N
Firmware SFTP/SCP Let's Encrypt
TCP 2022 (your choice) TCP 443
Only if firmware_sftp is on If you use it for certificates )

Your administrators

TCP 22 (SSH)
Only to manage Linux or for support

One port in What goes to licensing.uplivra.com (HTTPS, out)
Browsers, collectors, the data API and firmware links Monthly check-in and signed updates; health every 5 min;
all use the web interface's port. SFTP and SSH are for vulnerability feed; the MAC maker list (monthly);

your own network only, and only if you use them. Uplivra's own logs only for a ticket you open.

KEY —> Uplivra —> People —> Checks Devices send —> DHCP —> Internet
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Useit

curl -H "Authorization: Bearer uv_data_.." https://uplivra.example.com/api/data/vl/summary

The description is at /api/data/v1/openapi.json (OpenAPI 3.1). Paths: summary , sites,
devices, devices/{id} , metrics, metrics/§id?/history, availability and alerts . Filter
devices with ?site= and ?status=.

A token over its rate gets 429 with Retry-After . A token without the scope gets 403 .

Uplivra supports the API itself; what you do with the data in the other software is up to you.
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